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Purpose

The purpose of this document/assurance measure is to supplement the existing
Target of Evaluation (TOE) documentation for the PGP® managed Whole Disk
Encryption (mWDE) application. Conformance with this supplemental
instruction, in addition to the applicable sections of the primary documentation,
is intended to result in deployment and configuration of the TOE consistent with
the Common Criteria’ evaluated configuration identified in the PGP mWDE
Security Target. This document satisfies the requirements of Common Criteria
Assurance Measures, AGD_OPE.1 (Operational User Guidance) and
AGD_PRE.1 (Preparative Procedures).

In This Chapter

D I ONS ..o 1

A CTONY IS ..ttt 3
Definitions

Authorized User Refer to the local user of the mWDE PGP

application. Since authentication during bootup of
the platform is required in order to
access/decrypt the protected physical disk, this
user is referred to as an authorized user.

Disk Access Key Refers to a symmetric key created from the user
passphrase/token used to encrypt the Link Key in
the following decryption sequence —
passphrase/token decrypts Disk Access Key
which decrypts Link Key which is used to
decrypt the (Disk) Session Key which decrypts
disk data.

" Common Criteria is an Information Technology Security Evaluation program adopted by the National Information
Assurance Partnership (NIAP). NIAP is collaboration between the National Institute of Standards and Technology
(NIST) and the National Security Agency (NSA). NIAP has established the Common Criteria Evaluation Validated
Scheme (CCEVS) to validate IT products. Common Criteria is also referred to as ISO 15408.
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Link Key

Refers to a symmetric key used to link multiple
disks within a single platform. Note role in
decrypt sequence under Disk Access Key
definition.

Managed WDE

Refers to the TOE application, which is the PGP
Desktop platform with only PGP WDE enabled.
The managed prefix indicates that it includes the
ability to be remotely managed through a PGP
Universal Server in the Operational Environment.

Partition Encryption

Refers to the encryption of a specific partition of
the physical drive on the local platform by the
TOE to one or more passphrases or
cryptographic keys.

PGP Desktop

Refers to the portion of the PGP mWDE TOE
software that executes as an application when
selected following the Operating System boot
process. The PGP Desktop is also a generic
term used for the application from PGP
corporation upon which PGP WDE executes.

PGP Universal Server

Refers to a server component within the
Operational Environment which can be used to
manage multiple instances of PGP mWDE TOE
installations throughout the deployed network.
Within the context of this ST this could be either
a PGP Universal Server or the Generic
Equivalent.

Pre-Boot

Refers to security functions or actions taken prior
to the platform Operating System completes the

booting process. The authentication process for

the TOE occurs during this stage.

Post-Boot

Refers to security functions or actions taken
following the platform Operating System
completing the booting process.

Recovery Key

This refers to a secondary key, created without
user intervention by the PGP SDK cryptographic
module for use in the event the original
passphrase used for whole disk encryption is
forgotten. This key is stored in the Operational
Environment within the PGP Universal Server.

Session Key

This refers to the symmetric key used by the
TOE for whole disk or partition encryption. This
key is encrypted by the Link Key.




PGP Managed Whole Disk Encryption

Purpose

Virtual Disk Encryption

Refer to the creation of a separate disk
representation on the physical drive on the local
platform of a specified size which is encrypted
by the TOE to one or more passphrases or
cryptographic keys. (excluded from TOE, CC
evaluated configuration)

Windows Refers to the Operating System component of
the TOE: Microsoft Windows XP Professional
SP2

Whole Disk Encryption Refers to the encryption of the entire physical

drive on the local platform to one or more
passphrases or cryptographic keys by the TOE ,
requiring passphrase authentication at the Disk
BIOS level to complete the boot process.

Whole Disk Recovery

Refers to a passphrase/token created by the

Token mWADE TSF during whole disk/partition
encryption operations. This produces an
additional passphrase that can be used to access
the physical drive or partition in the event the
authorized user forgets the user created
passphrase. This recovery passphrase/token is
stored on the PGP Universal Server (or
equivalent) in the Operational Environment.

Acronyms

3DES Triple DES

AES Advanced Encryption Standard

cC Common Criteria

DES Data Encryption Standard

DLL Dynamic Link Library

FIPS Federal Information Processing Standard

GUI Graphic User Interface

mWDE Managed WDE

NIST National Institute (of) Standards & Technology

NTFS NT File System (Windows File System)

OEAP Optimal Asymmetric Encryption Padding

PGP Pretty Good Privacy (and sponsor corporate name)
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PIN

Personal Identification Number

RNG

Random Number Generator

RTF

Rich Text Format

SDK

Software Developers Kit

TOE

Target of Evaluation

TPM

Trusted Platform Module

TSC

TOE Scope of Control

TSF

TOE Security Functionality

Ul

User Interface (subsystem)

WDE

Whole Disk Encryption

WDRT

Whole Disk Recovery Token

XML

Extended Markup Language




PGP Whole Disk
Encryption for Windows
Quick Start Guide Version
9.10 supplement

This section supplements the PGP Whole Disk Encryption for Windows Quick
Start Guide in accordance with AGD_PRE.1 Common Criteria Assurance
Measure requirements.

Before you begin: The Users of the PGP mWDE application must review all
associated documentation and guidance prior to proceeding with installation and
use of the TOE application. All documentation and guidance can be found in the
documents listed in Reference Documents (on page 21) in addition to this
supplement.

In This Chapter

Receipt and preparation of TOE and Environment............ccccccoeeieeinn. 5
Common Criteria Excluded ASPECTS........c.uvviviiiiiiiiieeeeeeeeeeeee e, 9
Verification of Common Criteria components ...........ccccoovevvvvevieeeeeeeecn 9
Usage ASSUMPTIONS ....oiiiiiiiiiiiiiie e 10
Applicability of the PGP Whole Disk Encryption for Windows Quick Start

GUIde Version 9.70 ... 10
Disabling features not applicable to the CC Evaluated Configuration ..... 12
Verification of CC Evaluated installation ............coocveeiiiiiiiiiiiicecccee, 13

Receipt and preparation of TOE and Environment

Receipt

=  The PGP mWDE TOE application is a subset of a PGP Desktop product
installation and is acquired through a download from a secure server. The
transfer of the file is made through an encrypted session. Upon receiving
the downloaded file, Users should perform a Hash operation on the file to
verify the provided SHA1 hash value using the following method:
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Integrity checking of downloaded file

Complete the following steps to verify the files downloaded are not corrupted
or modified prior to proceeding with installation:

1
2

Go to http://www.pgp.com/about pgp corporation/corporatekeys.html

Go to https://keyserver.pgp.com
a Search on OxFA85DO00F (PGP Corporation Release Key)

b Download above key as .asc format

Download and install GNUPG for platform of choice — GNUPG can be
obtained from this location:

http://www.gnupg.org/download/index.en.html
http://www.gnupg.org/download/index.en.html

The remaining steps describe Command Line instructions and return
values provided by GNUPG.

Import public key from step 2B:
% gpg --import key key0x53691E61FA85D00F.asc

gpg: key FA85D0O0F: public key "PGP Corporation Release
Key <release-key@pgp.com> <mailto:release-key@pgp.com> "
imported

Verify TOE, this example uses PGPDesktop991_Windows.zip
% unzip PGPDesktop991_Windows.zip
TOE unzips to:
PGPDesktop991_Windows_Inner.zip
PGPDesktop991_Windows_Inner.zip.sig
% gpg --verify PGPDesktop991_ Windows_Inner.zip.sig

gpg: Signature made Mon 22 Dec 2008 02:31:27 PM PST
using RSA key ID FA85DOOF

gpg: Good signature from "PGP Corporation Release Key
<release-key@pgp.com> <mailto:release-key@pgp.com> "

gpg: aka "PGP Corporation Release Key <re@pgp.com>
<mailto:re@pgp.com> "

gpg: aka "PGP Corporation PGP Universal Release Key
1.x"

This final step demonstrates that a change to a file within the zip results in
a failed integrity check. Open up PGPDesktop991_Windows_Inner.zip
and attempt to add/delete a file into/from the zip.

Verify the signature again to step 5.
% gpg --verify PGPDesktop991_Windows_Inner.zip.sig
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gpg: Signature made Mon 22 Dec 2008 02:31:27 PM PST
using RSA key ID FA85DOOF

gpg: BAD signature from "PGP Corporation Release
Key <release-key@pgp.com> mailto:release-key@pgp.com”

If the "Good Signature” result is indicated above, the User is assured that
the received product download is complete and unmodified.

Upon installation and entry of the applicable license key, the only PGP Desktop
features provided will the the mWDE TOE application as specified for the
Common Criteria Evaluation configuration.

Guidance documents required for installation and administration of the PGP
mWDE TOE are downloaded separately from the application above but using
the same essential process. The following guidance documents apply to the
CC Evaluated configuration and should be downloaded and consulted prior to
deployment of the TOE.

Guidance Documents

The following guidance documents are provided with the TOE upon delivery in
accordance with EAL 4 requirements:

A PGP Whole Disk Encryption for Windows Quick Start Guide Version 9.10.0
B PGP Desktop for Windows Quick Start Guide Version 9.10.0

C PGP® Desktop for Windows User's Guide, PGP Desktop Version 9.10

D

PGP® Desktop. Managed Whole Disk Encryption Only Edition Version 9.10
Security Target EAL 4 augmented ALC_FLR.1

E PGP Universal Server Administrator's Guide. PGP Universal Server Version
2.10.0 Released March 2009 - only Chapter 26: Configuring PGP Desktop
Installations

PGP® Desktop Version 9.10.0 for Windows Release Notes

Environment preparation

=  The PGP mWODE application should be installed on the following platform -
evaluated as part of the Common Criteria Evaluated configuration:

=  Hardware: General purpose laptop or desktop capable of running
Microsoft® Windows XP Professional SP2 (if Trusted Platform
modules are used see table below for supported hardware)

=  Operating System: Microsoft Windows XP Professional SP2

=  The following Operational Environment must be in place prior to installation
in order to support the mWDE “managed” operations:
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=  Hardware:

= Hardware for PGP Universal Server as specified:
http://www.pgp.com/products/universal server/tech specs.html
http://www.pgp.com/products/universal_server/tech_specs.html

or

a General Purpose Server capable of running XML/SOAP commands
to/from mWDE TOE installations

and

General Purpose Server for supporting Active Directory/LDAP
authentication server (to support Universal Server enroliment process)

=  USB Tokens/Smartcards (if applicable) — the following are supported
by the mWDE TOE:

Activeldentity ActivClientCAC cards, 2005 models

Aladdin eToken 64K, 2048-bit RSA-capable
Aladdin eToken PRO USB Key 32K, 2048-bit RSA-capable1

Aladdin eToken PRO without 2048-bit capability (older smart cards)1

Athena ASEKey Crypto USB Token for Microsoft ILM2

Athena ASECard Crypto Smart Card for Microsoft ILM2
EMC RSA SecurlD SID800 Token3

Charismathics Cryptoldentity plug 'n' crypt Smart Card only stick
S-Trust StarCOS smart card4
Rainbow iKey 3000

=  The following Trusted Platform Module systems are supported for use
with the mWDE TOE application:

Hewlett-Packard Compag nx6325 (Infineon TPM with HP BIOS)
Dell D630 (Broadcom TPM)
Lenovo ThinkPad T60 (Atmel TPM)

Fujitsu LifeBook T2010, (Infineon TPM with Phoenix BIOS)

Panasonic Toughbook T5, W5, or Y5 (Infineon TPM with Matsushita
BIOS)

] Software:

PGP Universal Server 2.10 software or

Generic implementation: OS support capable of running a Web Server
to host XML/SOAP - gSOAP toolkit 2.7.10

= Authentication Server OS: Windows Server 2003 Active Directory R2
Standard, Enterprise or Datacenter edition (AD/LDAP)



http://www.pgp.com/products/universal_server/tech_specs.html
http://www.pgp.com/products/universal_server/tech_specs.html

PGP Managed Whole Disk EncryptionPGP Whole Disk Encryption for Windows Quick Start Guide Version 9.10 supplement

=  Associated software for supported Trusted Platform Modules listed in
hardware above

= Associated software for supported Token/Smartcards as listed above.

Common Criteria Excluded Aspects

The following functions related to PGP Desktop and the mWDE TOE application
are excluded from the Common Criteria Evaluated configuration and therefore
should not be enabled or used for a Common Criteria deployment:

=  mWNDE application software updates pushed from the PGP Universal
Server in the Operational Environment

=  Bypass Feature

= PGP Zip

= PGP Shredder

= PGP Virtual Disk

=  USB removable drive encryption

L] Recovery Disk (decrypts WDE protected drive)

Verification of Common Criteria components

The following are authorized devices for the Common Criteria Evaluated
configuration. Assure that installation processes resulting in the following
Common Criteria Evaluated configuration:

TOE software:

PGP Desktop for Windows Version 9.10: Enterprise Whole Disk Encryption only
edition

Operational Environment:

Operational Environment components as listed in PGP® Desktop Version 9.10.0
for Windows Release Notes (on page 7): Environment Preparation (per the
applicable approach — PGP Universal Server or Generic Open version)

Note: Physical protection must be afforded to all Operational Environment
resources, including the PGP Universal Server as stated below:

=  The PGP Universal Server is located in a physically secure server room
environment.
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Usage Assumptions

The Common Criteria Evaluated Configuration requires the following
assumptions be supported in usage of the mWDE TOE application. These
assumptions should be assured either through facility or procedural provisions.

=  Administrators are non-hostile, appropriately trained, and follow all
administrator guidance.

= The Operational Environment shall provide an accurate time source for use
in time stamps.

Applicability of the PGP Whole Disk Encryption for Windows
Quick Start Guide Version 9.10

The follow section identifies aspects of the mWDE Quick Start Guide that do
not apply to the Common Criteria Evaluated configuration due to exclusions as
listed in Common Criteria Excluded Aspects (on page 9). These aspect are
identified by an IGNORE designation indicating that these aspects of the
applicable manuals should be ignored for a Common Criteria deployment. |t
may be assumed that any items not listed here as exceptions apply as written.

What is PGP Whole Disk Encryption?

IGNORE the following references which relate to features not supported for
Common Criteria:

=  Use part of your hard drive space as an encrypted virtual disk volume with
its own drive letter.

=  Create secure, encrypted Zip archives.

] Put files and folders into a single encrypted, compressed package that can
be opened on Windows systems that do not have PGP Desktop Email or
PGP Desktop installed.

= Completely destroy files and folders so that even file recovery software
cannot recover them.

=  Securely erase free space on your drives so that your deleted data is truly
unrecoverable.

= References to USB Encryption, which is excluded from the CC evaluated
configuration.
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What Am | Installing?

IGNORE references in this section to:
= PGP Virtual Disk volumes

= PGP Zip

= PGP Shredder

=  Key Management

=  USB Encryption

Note: The “Installing PGP Whole Disk Encryption” section applies in its
entirety to the Common Criteria Evaluated Configuration; however, the
following features must be disabled using the PGP Universal Server (or
equivalent) as described in Disabling features not applicable to the CC
Evaluated Configuration (on page 12).

= PGP Zip
= PGP Shredder
= PGP Virtual Disk

=  USB removable drive encryption

System Requirements
IGNORE references in this section to any OS other than:

=  Microsoft Windows XP Professional SP2 (the only OS evaluated as part of
Common Criteria)

Create a Recovery CD
IGNORE this section in its entirety

Creating PGP Virtual Disk Volumes

IGNORE this section in its entirety

Creating a PGP Zip Archive

IGNORE this section in its entirety
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PGP Self-Decrypting Archive

IGNORE this section in its entirety

Using PGP Shredder to Shred Files

IGNORE this section in its entirety

Shredding Free Space

IGNORE this section in its entirety

Disabling features not applicable to the CC Evaluated
Configuration

The following procedure disables features that are excluded from the CC
Evaluated Configuration including:

= PGP Zip
= PGP Shredder
= PGP Virtual Disk

=  USB removable drive encryption

Exporting Policy from PGP Universal (or Equivalent)

Review the following reference prior to completing the configuration
instructions for mWDE listed below:

PGP Universal Server Administrator's Guide PGP Universal Server — Chapter 26
“Configuring PGP Desktop Installations” only. This section describes the
process of creating policies that can be pushed to mMWDE TOE installations,
including disabling features.

Windows Managed WDE Feature Settings for Common
Criteria Environments

PGP Desktop settings can be established using the PGP Universal Server (or
equivalent) for the default internal user policy as well as any custom internal
user policy you create. Each of these can have different sets of PGP Desktop
settings.
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» To establish PGP Desktop settings resulting in the mWDE TOE CC
Configuration:

1 From the PGP Universal Server, on the Internal User Policy card, click the
name of the Internal Users: Default policy or a custom internal user policy.

The Policy Options card appears.
2 Click the Edit button for PGP Desktop Settings.
The appropriate PGP Desktop card appears, titled with the policy name.
= Disable PGP Zip
=  From the PGP Desktop card, select File & Disk.

= Deselect PGP Zip to disable the PGP Zip feature; it will not
appear in the PGP Desktop user interface and it will not be
available to your users.

= Disable PGP Shredder
=  From the PGP Desktop card, select File & Disk.

= Deselect PGP Shredder to disable the PGP Shredder feature; it
will not appear in the user interface and it will not be available to
your users.

=  Disable PGP Virtual Disk
=  From the PGP Desktop card, select File & Disk.

= Deselect PGP Virtual Disk to disable the PGP Virtual Disk feature;
it will not appear in the PGP Desktop user interface and it will not
be available to your users.

= Disable USB removable drive encryption
=  From the PGP Desktop card, select WDE.

= Deselect all removable disk options from the User-Initiated
Whole Disk Encryption Permissions function.

= Do not select Enable automatic encryption or locking of
removable devices.

Verification of CC Evaluated installation

Upon following the aforementioned steps, the TOE application should be limited
to the Whole Disk Encryption function. The PGP Keys portion of the GUI will be
shown but is excluded from the Evaluated configuration and therefore should
not be used as a matter of local policy. In addition, creation/use of a Recovery
Disk and the Bypass feature is disallowed for the CC Evaluated configuration
and should be restricted based on local policy.
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Verification:

Upon launching the TOE application, open the Help menu and select the
License option. The displayed License should state: License type: “Enterprise
Whole Disk Only Edition”. The icons shown below this License information
should indicate the following:

= PGP Netshare — deselected, no check box (disabled)
= PGP Messaging - deselected, no check box (disabled)
= PGP ZIP - deselected, no check box (disabled)

= PGP Virtual Disk - deselected, no check box (disabled)
= PGP Whole Disk- selected, checkbox (enabled)

PGP Desktop License I

License Type: Enterprise Whole Disk Only Edition

License Seats: 1

License Expiration: 3/9/2010

Produck Infarmation

— ~ o .
o @) 2 St N
PGP PGP PGP PGP PGP

etShare Messaging Zip ‘irkual Disk. ‘ithiole Disk.

Verify that the PGP Shredder ICON is not on the Desktop and operational
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PGP Desktop for Windows
User’s Guide

This section supplements the PGP Desktop for Windows User Guide in
accordance with AGD_OPE.1 Common Criteria Assurance Measure
requirements.

In This Chapter

Applicability of the PGP Desktop for Windows User's Guide.................. 16

Security Audit for the PGP mWDE TOE

The TOE provides two levels of logging within the application. Logs are
generated during Whole Disk Encryption events, changes to settings within the
application and for authentication activities. The local logs provide a limited set
of information available to the local user. A more detailed set of logs related to
local use of the mMWDE TOE are sent to the PGP Universal Server in the
Operational Environment for review by the Universal Server Administrator. The
local logs can be reviewed by selecting the Tools Menu and choosing “View
Log"” from the pull down menu. Logging can be disabled locally by un-checking
the Enable Logging item on the list as shown below. Logs are still generated
and sent to the PGP Universal Server regardless of this selection. It is
recommended that users periodically review audit logs to be able to notice
unauthorized access attempts or other potentially malicious activity.

Protection of Audit logs

Audit logs processed from the mWDE TOE to the Universal Server (or
equivalent) are managed using that resource in the Operational Environment.
The PGP Universal Server does not have a separate log storage allocation;
therefore, the full disk storage area is available for storage of logs. Universal
Server Administrators should monitor drive space to assure adequate space
remains for operational of the server as well as for the storage of logs. Logs
may be exported to additional storage resources and deleted on the Universal
Server using a command-line utility. The following reference describes logging
on the Universal Server:
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PGP Universal Server Administrator's Guide, PGP Universal
Server Version 2.10

Audit logs processed on the local (client) machine are stored in application files
that support the PGP application in a text format. Each day a separate text file
is created for storing logs created on that day. These files are rotated among 7
text files, therefore, after 8 days local log records are overwritten. Given these
retention restrictions, TOE operation could not result in a condition where disk
space supporting the application or log generation could be depleted even given
constant use.

These log files are also passed to the Universal Server where they may be
archived beyond the 7 day limit. Local users wishing to review log files should
verify contents within a 7 day period in the event unusual activity indicates a
potential security event.

‘o g Tyibem, setirgn and Caches - s maches Fal pto he g handi £
oot skt bt e, i 4 RO

Details about viewing logs directly on the PGP Universal Server are included in
the following reference but are outside the Scope of the CC Evaluation:

= PGP Universal Server Administrator's Guide. PGP Universal Server Version
2.10. Released March 2009

Applicability of the PGP Desktop for Windows User’s Guide

The following section identifies aspects of the PGP Desktop for Windows
User’'s Guide that do not apply to the Commmon Criteria Evaluated configuration
due to exclusions as listed in Common Criteria Excluded Aspects (on page 9).
These aspect are identified by an IGNORE designations indicating that these
aspects of the applicable manuals should be ignored for a Common Criteria
deployment. It may be assumed that any items not listed here as exceptions
apply as written.

About PGP Desktop 9.10 for Windows

What's New in PGP Desktop for Windows Version 9.10:
=  |GNORE references to PGP NetShare
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] IGNORE references to PGP Messaging

=  |GNORE references to PGP Virtual Disk volumes
=  |GNORE references to PGP Shredder

L] IGNORE references to PGP Zip

PGP Desktop Basics

PGP Product Components:

=  |GNORE references to Mac OS X (not supported for CC Evaluated
Configuration)

=  |GNORE references to PGP Messaging

=  |GNORE references to PGP NetShare

= |GNORE references to PGP Virtual Disk volumes
= |GNORE references to PGP Shredder

= IGNORE references to PGP Zip

=  |GNORE reference to USB drive encryption

Using PGP Desktop for the First Time:

=  |GNORE all Steps 1 — 9 as they are redundant to existing WDE installation
guidance and include PGP Messaging references. PGP Messaging is
excluded from the CC Evaluation.

The following feature descriptions should be IGNORED as they are not
supported by the TOE:

L] Use PGP Virtual Disk to create a secure "virtual hard disk.”
. Use PGP Zip to create compressed and encrypted PGP Zip archives.
= Use PGP Shredder to delete sensitive files that you no longer need..

=  Use PGP NetShare to share files and folders securely and easily among any
number of people—with maximum access control.

Installing PGP Desktop

System Requirements:

=  |GNORE references that specify Operating Systems other than Microsoft
Windows XP Professional SP2

Citrix and Terminal Services Compatibility:
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= This section does not relate to the Common Criteria Evaluated
configuration — IGNORE

Upgrading the Software:

= This section does not relate to the Common Criteria Evaluated
configuration — IGNORE

Upgrading From Standalone to Managed PGP Desktop Builds:

= This section does not relate to the Common Criteria Evaluated
configuration — IGNORE

Note: The “Installing PGP Desktop” section above applies in its entirety to
the Common Criteria Evaluated Configuration; however, the following
features must be disabled using the PGP Universal Server (or equivalent) as
described in Disabling features not applicable to the CC Evaluated
Configuration (on page 12).

= PGP Zip
= PGP Shredder
] PGP Virtual Disk

=  USB removable drive encryption

The PGP Desktop User Interface
The PGP Desktop Main Screen:

=  Note there may be reference made in this section that related to features
that are disabled for the mWDE Common Criteria Evaluated configuration.

PGP Desktop Notifier alerts:

=  |GNORE references in this section related to Messaging, Incoming &
Outgoing Email messages, PGP NetShare and instant messaging as these
features are not included in the CC Evaluated configuration.

Working with PGP Keys

IGNORE references that describes DH/DSS key generation — this does not apply
to the TOE

Managing PGP Keys

IGNORE references Importing Keys from Certificates, Sign/Verify Operations,
Shamir Secret Sharing and Key Reconstruction functionality which does not
apply to the TOE.
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Securing Email Messages

This section should be IGNORED in its entirety as this feature in not included in
the mWDE CC evaluated configuration.

Securing Instant Messaging

This section should be IGNORED in its entirety as this feature in not included in
the mWDE CC evaluated configuration.

Protecting Disks with PGP Whole Disk Encryption

IGNORE references related to the following functions which are not part of the
CC Evaluation:

= USB Flash Encryption
=  Public Key Authentication
=  removable disk encryption

=  Recovery Disk

Note: In this section the following suggestion is made regarding entering
password characters during login — “To see the characters you type, press
Tab before you begin typing.” This is not recommended for the Common
Criteria Evaluated configuration as it could allow passers-by to view your
password entry.

Using PGP Virtual Disks

This section should be IGNORED in its entirety as this feature in not included in
the mWDE CC evaluated configuration.

Using PGP NetShare

This section should be IGNORED in its entirety as this feature in not included in
the mWDE CC evaluated configuration.

Using PGP Zip

This section should be IGNORED in its entirety as this feature in not included in
the mWDE CC evaluated configuration.

19



PGP Managed Whole Disk Encryption PGP Desktop for Windows User’s Guide

Shredding Files with PGP Shredder

This section should be IGNORED in its entirety as this feature in not included in
the mWDE CC evaluated configuration.

Storing Keys on Smart Cards and Tokens
This section relates to the mWDE TOE in its entirety.

Setting PGP Desktop Options

The following sections of this appendix should be IGNORED as they related to
features that are not included in the CC Evaluated configuration:

=  Messaging Options

=  Proxy Options

= PGP NetShare Options

= Disk Options: PGP Virtual Disk Options
= Disk Options: PGP Shredder Options

= Notifier Options: all uses except related to Whole Disk Encryption

Working with Passwords and Passphrases
This section relates to the mWDE TOE in its entirety.

Using PGP Desktop with PGP Universal Server

This section relates to the mWDE TOE in its entirety.

Messaging with Lotus Notes and MAPI

This section should be IGNORED in its entirety as this feature in not included in
the mWDE CC evaluated configuration.
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Reference Documents

W

PGP Whole Disk Encryption for Windows Quick Start Guide Version 9.10
PGP® Desktop for Windows User's Guide, PGP Desktop Version 9.10

PGP® Desktop. Managed Whole Disk Encryption Only Edition Version 9.10
Security Target EAL 4 augmented ALC_FLR.1

PGP Universal Server Administrator's Guide. PGP Universal Server Version
2.10.0 Released March 2009 - only Chapter 26: Configuring PGP Desktop
Installations
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